The risk of SQL forms within the
Oracle Applications-

How did that Happen?




0 o, "6 P G0

4 n O n n : 4 n

© 2006 KBACE Technologies, Inc.



© 2006 KBACE Technologies, Inc.



2 *
RN, = o
BT o, O,
* 0
! !
# $ %& &&' (
) Lol - $
10 +2
) ) )
. /I $ + |
O 0O 40 "2 0 0 H
PARTNER | TGE

© 2006 KBACE Technologies, Inc.



I *||2 !n :

"0 o )0

§ CERTIFIED ADVANTAGE
ORACLE PARTNER

% © 2006 KBACE Technologies, Inc.




" * n

© 2006 KBACE Technologies, Inc.



9B

O] was not aware of the risk 32.6%

B | have read about SQL forms, but
didn't/don't understand the risks 13.0%

OMy company is aware of the risks, but
have chosen not to address them 4.3%

O My company is aware of the risks, but
feels monitoring software is too expensive
10.8%

B My company has put a third party trigger
orlog-based solution to monitor them
4.3%

O My company uses Oracle's Sys Admin
audittrail to monitor the activity 4.3%

B My company requires all SQL form activity
to go through IT Change Management
21.7%

O My company reconciles actually activity to
our Change Managementapprovals 0.0%

B Other 8.6%
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0 We are notyet live with the system 5.1%
B We have beenlive lessthan 1year2.5%
O0We have beenlive 2 -4 years 20.5%
OWe have beenlive 5ormore years 64.1%
B Other2.5%

O No Responses5.1%
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& Oracle Applications - Vision
File Edit “iew Folder Tools Window Help

AY0 B E8SP ABD IR LD 2

Application Name [WEBINAR
Description | v Enabled
Ewent

Periodic Details ~—

Freguency |0n Demand

Check Interval

25t Checked [03-AUG-2008

Start Time |

Keep |0 Days End Date |

SELECT BM_RCCIJUNT_M
Tno souTRUY This is being done as on demand

FROM AP BAWK ACCOUNTS ALL :
WHERE BANK ACCOUNT HAME = 'BofA' and BANK ACCOUNT_HUM = however someone could make it

select |'10271-17621-620° % much more intelligent using the
Statement |AMD CURRENCY CODE = 'USD!' I
- event tab

( Actions | [ Action Sets | [ Response Sets | l Alert Details )
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Create an action set, add an
action

Select a action type
Notice SQL or OS Script

Call a pl/sql package or write sql
statements
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This will be the bank account
show on the vendor site. This is
the value seen on payment and

transactions

The bank account number is the
victim. This is important because
itis not usually seen on the
transaction, the “name” is.
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The bank account number

shows here in the LOV but not
on the form.
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The alert is raised which will update the
records. The last updated date and last

updated by will not change. It will look as if
the last person changed the record .
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The bank account number
10271-17621-619
Update by dgeryol

at 6:41:02 pm
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The bank account number
changed 10271-17621-620
Updated by dgeryol
at 6:41:02 pm
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SYSADMIN NORMALLY

HAS KEYS TO THE
KINGDOM TYPE
RESPONSBILITIES




Setup is normally where you will
find the function to create plans

however many have this
function available for creating
adhoc plans.
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A bogus QA plan
is created

Actions....access to

GOLD
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Thissets up a
condition or

trigger value

Here are my choices to
do damage...

Operating System
scripts and SQL scripts



EXECUTING A STANDARD
ORACLE PACKAGE TO
UPDATE A USERS

PASSWORD WITHOUT
KNOWING THE EXISTING
PASSWORD.
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Entering QA results is a fairly

standard function
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TRIGGER CONDITION
INITIATED THE PERIODIC

ALERT
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